Editorial: special issue on "big data security and privacy"
As human beings are deep into the information age, we have been witnessing the rapid development of Big Data. Security and privacy are the most concerned issues in Big Data. Big Data definitely desires the security and privacy protection all through the collection, transmission and analysis procedures. The features of Big Data bring unprecedented challenges to security and privacy protection. To protect the confidentiality, integrity and availability, traditional security measures such as cryptography, event analysis, intrusion detection, prevention and access control have taken a new dimension. To protect the privacy, new pattern of measures such as privacy-preserved data analysis need to be explored. There is a lot of work to be done in this emerging field.
The purpose of this special issue is to make the security and privacy communities realizing the challenges and tasks that we face in Big Data. We focus on exploring the security and privacy aspects of Big Data as supporting and indispensable elements of the emerging Big Data research. We received a large number of submissions from many countries. After a rigorous review and revision process, we assembled six papers on the latest advances in state-of-the-art of Big Data security and privacy, covering different perspectives of big data security and privacy, including access control, authentication, cloud outsourcing, virtualization, privacy in smart grid, and big data job scheduling.
In "Content Sensitivity Based Access Control Framework for Big Data." Kumar et al. propose an access control framework, which enforces access control policies dynamically based on the sensitivity of the data. This framework enforces access control policies by harnessing the data context, usage patterns and information sensitivity. They also prove the effectiveness of the proposed method through experiments.
Li et al., in "A Distributed Authentication and Authorization Scheme for In-Network Big Data Sharing," propose a Distributed Authentication and Authorization Scheme (DAAS) to achieve identity verification and fine-grained authorization in a distributed manner for the pervasive innetwork big data sharing environment. In the performance evaluations, the authors show that the DAAS can achieve lower bandwidth cost compared to the existing schemes.
In "CEXP: Secure and Verifiable Outsourcing of Composite Modular Exponentiation with Single Untrusted Server," Li et al. present a new and efficient algorithms for secure outsourcing of composite modular exponentiation based on a single server. Comparing with the state-of-the-art algorithms, their scheme has a remarkable improvement in verification capability, enabling users to detect any misbehaviour with the optimal probability 1.
In the paper titled "Achieving Privacy-Preserving Big Data Aggregation with Fault Tolerance in Smart Grid," Guan and Si propose a privacypreserving data aggregation scheme based on secret sharing with fault tolerance in smart grid, which ensures that control center gets the integrated data without compromising user's privacy. Meanwhile, they also consider fault tolerance and the resistance to differential attack during the data aggregation.
Ruan and the co-authors present the paper, "Visualization for big data security: a case study on KDD99 cup data set". They argue that despite the rising research growth in IDS, it suffers from lack of work on big data visualization. The authors utilize a hash algorithm, a weight table and sampling method to deal with the big data problems in volume, variety and velocity. By utilizing a visualization algorithm, researchers are able to gain insights into the KDD99 data set with a clear identification of 'normal' clusters and describe distinct clusters of effective attacks.
Usama et al. offer an extensive survey on big data processing, titled "Job Schedulers for Big Data Processing in Hadoop Environment: A Survey." They thoroughly investigate the job scheduling methods in Hadoop. Moreover, the authors also describe advantages, disadvantages, features, and a comparative study of various Hadoop job scheduling algorithms, such as, FIFO, fair, capacity, deadline constraints, delay, and resource aware scheduling.
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